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SECTION 1 - Foreword

1.1 Background

1  The Records Management: NHS Code of Practice, version 2.1, was published
by the Scottish Government in January 2012, as a guide to the required
standards of practice in the management of records for those who work within
or under contract to NHS organisations in Scotland.

2 This document is a refreshed version for a wider setting including Health and
Social Care. It is based on current legal requirements and professional best
practice.

3  This guidance has been drafted by the Scottish Government in collaboration
with representatives of the Scottish Health and Social Care setting, including
records managers, archivists and information governance experts from the
NHS, Local Authorities and GP Practices.

4  This 2019 update specifically takes into account the Public Records (Scotland)
Act 2011, the Public Bodies (Joint Working) (Scotland) Act 2014, the Children
and Young People (Scotland) Act 2014, the Multi Agency Public Protection
Arrangements (MAPPA), the Health Board Provision of Healthcare in Prisons
(Scotland) Directions and recommendations for Records Management from key
recent public inquiries, particularly the Scottish (Historical) Child Abuse Inquiry
(2015). This review also takes in the requirements of recent changes to the
following:

e Data Protection legislation?,
e NHSS Information Security Policy Framework (2018 and 2019) ?
e and the extended powers of the Information Commissioner’s Office (ICO)3,

5 It's recognised that the culture within the health and social care context is
changing as a result of greater service integration driven by the Digital Health
and Care Strategy 2018. Together with the natural evolution towards a digital
paper lite environment, and the use of portals for health and social care groups,
clinicians and patients. This Records Management for Health and Social Care

1 General Data Protection Regulation (EU) 2016/679 (“GDPR”)

2 Scottish Government and 2019 Framework 2018 Information Security Policy Framework and 2019
Framework

3 Information Commissioner’s Officer (ICO)



https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN
https://www.healthca.scot/wp-content/uploads/2019/05/Information-Security-Policy-Framework-ISPF.pdf
https://www.healthca.scot/information-security-policy-framework/
https://www.healthca.scot/information-security-policy-framework/
https://ico.org.uk/

Code of Practice 2019 (from this point onwards referred to as the Code of
Practice) is a guide to the practice of managing records. It is relevant to
organisations who work within, or under contract to NHS organisations in
Scotland. This also includes public health functions in Local Authorities and
Social Care where there is joint care provided within the NHS.

6  This Code of Practice forms part of a series of information governance and
security guidance, including those published by the Scottish Government, and
consulted with the following organisations:

¢ British Medical Association (BMA);
¢ General Medical Council (GMC);
¢ Information Commissioner’s Office (ICO)

1.2 Strategic Context

7  The Digital Health and Care Strategy 2018 is ambitious; to create a digital and
interoperable health and social care system, supporting improvement in safety,
effectiveness, efficiency and citizen-centred nature of the services we offer.4

8  The strategy focuses on digital innovations for which this Code of Practice plays
an important role; this Code of Practice is a guide on how to manage those
records within such technologies to enable communication, integrate care,
enhance availability of information and better working practices.

9  This Code of Practice is one of many actions brought forward from the NHSS
Information Security Policy Framework 2015/17 to ensure the confidentiality,
integrity and availability of NHSS information and that it is processed in a fair
and lawful manner.

10 Information and communication technologies are important to the progress and
the ambitions set out in The Healthcare Quality Strategy for NHS Scotland 2010
to actively support and enable quality improvements in healthcare services
across Scotland.

11 Inthis strategic context, the Code of Practice is key to ensure a comprehensive
NHS health and social care record is available at the point of need in Scotland.
The success of this will depend on many factors, some of them out with this
code of practice. Other workstreams from the Digital Health and Care Strategy
2018, and good records management will be essential to ensure paper and
electronic records are managed consistently.

4 Scotland’s Digital Health & Care Strategy 2018



1.3 Aims

12 This Code of Practice aims to:

establish records management best practice in relation to the creation,
use, storage, management and disposal of NHS records (including, where
appropriate, the archival preservation of NHS records);

provide information on the general legal obligations that apply to NHS
records;

set out recommendations for best practice to assist in fulfilling these
obligations, for example adhering to national information governance and
security standards;

set out recommended periods of retention for NHS personal health
records and administrative records and social care records held by NHS
Boards, regardless of the media on which they are held; and

indicate where further information on records management may be found;

explain the requirement to select, and transfer to an archive service, those
records for archival preservation.

13 This is an evolving document because standards and practice covered by the
Code of Practice will change over time. It will be subject to regular reviews and
updated as necessary, with the next review scheduled for 2021.

1.4 Types of Records Covered by the Code of Practice

14 This Code of Practice applies to NHS records in any format (e.g. paper,
electronic, microfilm, audio, SMS, etc.), including those handled by third parties
on behalf of the NHS either in connection with health and social care, corporate
or administrative purposes. Record formats include:

E-mails

social media (social media includes blogs, wikis and social networks, for
example Twitter, Facebook and Skype)

website content (internet or intranet)

voice recording

15 A record is “information created, received, and maintained as evidence and
information by an organisation or person, in pursuance of legal obligations or in



the transaction of business”. (ISO 15489-1:2016 Information and documentation -
Records management.®) This definition extends to the archive role, particularly in
recording corporate memory.

16 A health record consists of information relating to the physical or mental health
or condition of an individual and has been made by or on behalf of a health
professional in connection with the care of that individual.

17 The following are examples of records covered by this Code of Practice:

e personal health records (paper based or electronic including those
concerning all specialties, and GP medical records);

e records of clinical trials;

e records of private patients seen on NHS premises;

e records of blood and tissue donors;

e accident and emergency, birth, and all other registers;

e theatre registers and minor operations (and other related);

x-ray and imaging reports, output and images, film/video;

e administrative records (including, for example, staff, complaints, financial,
property, environmental, health and safety, human resource,
procurement/stores, NHS Board and service planning records). Also
includes data processed for purposes other than direct care (secondary
purposes), including planning and management of services and research;

e health records shared with or transferred to other services (e.g. prisons,
integrated health and social services, education and public protection
agencies)

18 Any organisation that processes NHS data under the Scottish Health and Social
Care Integration Scheme should use this Code of Practice, including
subcontractors processing data on behalf Public Bodies in Scotland.

5 http://www.iso.org/iso/home/store/catalogue_ics/catalogue_detail_ics.htm?csnumber=62542
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SECTION 2 - Introduction

This Code of Practice draws on advice and published guidance available from
the Scottish Government Freedom of Information Unit and the National Records
of Scotland, and from best practice followed by a wide range of organisations
in both the public and private sectors. The guidelines provide a framework for
consistent and effective records management that is standards-based and fully
integrated with other key information governance and security workstreams.

General Context

Effective records management supports operational efficiency by reducing the
time taken to identify and locate information, minimising duplication of records
and confusion over version control, and offering significant savings in physical
and electronic space.

All NHS organisations, Local Authorities and Integrated Joint Boards involved
in either health or social care, are public authorities under Schedule 1 of the
Freedom of Information (Scotland) Act 2002 (FOISA), and the records they
create are subject to the Public Records (Scotland) Act 2011 (PRSA). These
organisations and the Scottish Ministers are obliged under Data Protection,
Freedom of Information, and the Environmental Information Regulations, to
make arrangements for the safe keeping and eventual disposal including
transfer to an archive of all types of records. This Code of Practice is based on
the Scottish Government's understanding of the relevant law in Scotland, at the
date of publication. It is not and should not be read as a statement of the
definitive legal position on any matter. NHS organisations should consult their
own legal advisors for advice on any legal issues that arise regarding the
matters covered in this Code of Practice.

Where a local authority is in partnership with an NHS Board in Scotland for the
provision of Integrated Health and Social Care services, the local authority must
manage the associated Health and Social Care public records in accordance
with the requirement to make proper arrangements under Section 53 of the
Local Government etc. (Scotland) Act 1994.

Organisations that are not bound by the PRSA or the Local Government etc
(Scotland) Act 1994 may have a contractual requirement to manage records on
behalf of the NHS, a local authority or an Integrated Joint Board (e.g. as part of
an NHS Standard Contract).

FOISA and the Data Protection Act (DPA) 2018 have guidance on records
management practice that recommend the systems and policies that must be
in place to comply with the law.

11
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Organisations have a common law duty of confidence to patients and
employees as well as a duty to maintain professional ethical standards of
confidentiality. This duty of confidence continues after an employee or
contractor has left the NHS. Obligations around confidentiality remain even after
the death of a patient.

Other legislation requires information to be held as proof of an activity against
the eventuality of a claim (e.g. Limitation Act 1980 or the Consumer Protection
Act 1987).

Records are a valuable resource because of the information they contain. High
quality information underpins the delivery of first-class evidence-based health
and social care, accountability, clinical and corporate governance and many
other key service deliverables. Information has most value when it is accurate,
up to date and accessible when it is needed. An effective records management
service ensures that information is properly managed and is available whenever
and wherever there is a justified need for information, and in whatever media it
is held:

e support integrated health and social care;
e support day to day business which underpins the delivery of care;
e support evidence-based clinical and social care practice;

e support sound administrative and managerial decision making, as part of
the knowledge base for health and social care services;

e meet legal requirements, including requests from patients and customers or
other individuals made through provisions of FOISA or Data Protection
legislations;

e assist clinical and other audits;

e support improvements in health and social care effectiveness through
research;

e support archival functions by taking account of the historical importance of
material and the needs of future research;

e support patient choice and control over treatment and services designed
around them.

This Code of Practice, together with the supporting Annexes, identifies the
specific actions, managerial responsibilities, and recommended retention
periods (in line with the 5th principle of the Data Protection Principles in the

12
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2.2

30

31

32

GDPR) for the effective management of all NHS records from creation, as well
as day-to-day use of the record, storage, maintenance and ultimate disposal.

All individuals who work for an NHS organisation or local authority are
responsible for any records that they create or use in the performance of their
duties.

Regulatory Framework: Legal and Professional Obligations

The principal legislation governing the management of records is PRSA. The
Act places an obligation on public authorities to prepare and implement a
records management plan which sets out proper arrangements for the
management of their records.

Any record that an individual creates is subject to PRSA, and the information
contained in such records is subject to FOISA and Environmental Information
(Scotland) Regulations 2004 (EIR). There is a specific requirement under
Regulation 4 on a public authority to take reasonable steps to organise and
keep up to date environmental information relevant to its functions. The GDPR
and DPA 2018 are the principal legislations governing how organisations
process and handle personal identifiable information. They set in law how
personal and special category personal information may be processed.

The data processing principles are:

a. processed lawfully, fairly and in a transparent manner;
b. collected for specified, explicit and legitimate purposes;
c. adequate, relevant and limited to what is necessary;

d. accurate and where necessary, kept up to date; every reasonable step
must be taken to ensure that personal data that is inaccurate, having
regard to the purposes for which they are processed, are erased or
rectified without delay;

e. kept in a form which permits identification of data subjects for no longer
than is necessary for the purposes for which the personal data is
processed,;

f. processed in a manner that ensures appropriate security of the personal
data.

FOISA was designed to create transparency in Government and allow any
citizen to know about the provision of public services through the right to submit
a request for information. This right is only as good as the ability of those
organisations to supply information through best practice records management

13
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2.3
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programmes. Records managers are required to adhere to a Code of Practice
issued under Section 61 of FOISA.

Further information on legal and professional obligations is available on the
Scottish Government Information Governance website
www.informationgovernance.scot.nhs.uk

Social Care Records

This Code of Practice refers to health and social care records that are held by
an NHS Board, including those used in the provision of integrated health and
social care services. For those health and social care records that are held at
local authority level, they will fall under the scope the Scottish Council on
Archives Record Retention Schedules (SCARRS).

NOTE: Shared social care and authority records should be held for the longest
retention period specified in the Code of Practice or SCARRS.

14
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3.1
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SECTION 3 - Roles and Responsibilities

Effective records management enables Health and Social Care organisations
to provide and maintain a high level of service to the public. Adherence to this
Code of Practice will support organisations to act in accordance with legal
requirements, standards, evidence-based practice and professional work
practice.

The records management function should be recognised as a specific corporate
responsibility within every NHS organisation. It should provide a managerial
focus for records of all types in all formats, throughout their lifecycle, from
planning and creation through to ultimate disposal. It should have clearly
defined responsibilities and objectives, and necessary resources to achieve
them.

The NHS Board and the Local Authority are responsible for ensuring they
meet their legal responsibilities.

The Integrated Joint Board is responsible, by delegation of their
corresponding NHS Board and local authority, for ensuring there are suitable
arrangements across the integrated services to meet the legal responsibilities
of the partners, and for the adoption of the agreed governance arrangements.

Roles

The Chief Executive of the NHS Board/Local Authority has overall
independent responsibility for records management in their organisation and
joint responsibility across the Health and Social Care Partnership(s). As
accountable officer they are responsible for the management of the
organisation and for ensuring appropriate mechanisms are in place to support
service delivery and continuity. This overall responsibility is delegated to the
Senior Information Risk Owner (SIRO).

The Senior Information Risk Owner (SIRO) has responsibility for ensuring
information assets (including records) are processed in a safe, fair and lawful
manner, regardless of whether the information is processed using digital
technologies or not.

The Caldicott Guardian has responsibility for reflecting patients' interests
regarding the use of patient identifiable information. They are responsible for
ensuring use of patient identifiable information is legal, ethical and appropriate,
and that confidentiality is maintained.

15
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The Data Protection Officer (DPO) role and responsibilities are defined in
Section 4 of the EU General Data Protection Regulation 2016. Article 39 sets
out key tasks all DPOs must undertake as part of their role. This includes:

e informing and advising the controller or the processor, and their
employees, of their obligations under data protection legislation;

e monitoring the implementation and application of the organisation’s
policies and training on data (information and records) management as
well as monitoring the application of these policies;

e providing advice, where required, on data protection impact assessments
and monitor compliance with this requirement;

e act as point of contact for the ICO for any matter relating to the data
protection legislation and to co-operate with the ICO as required,;

e to keep documentation on at least the name of the data flows, the purpose
of the processing, the types of subjects and data, the security and privacy
risks and the time limits for data erasure (according to Article 30).
Likewise, they must monitor personal data breaches and responses to the
supervisory authority (ICO).

The Health Records Manager is responsible for the overall development and
maintenance of health records management practices throughout the
organisation. They have responsibility for drafting guidance to support good
records management practice in relation to health records and for promoting
compliance with this Code of Practice, in such a way as to ensure the efficient,
safe, appropriate and timely retention and retrieval of patient information.

The Corporate Records Manager is responsible for the overall development
and maintenance of corporate and administrative records management
practices throughout the organisation. They have responsibility for drafting
guidance to support good records management practice (other than for health
records) and for promoting compliance with this Records Management Code of
Practice.

The Archivists are responsible for collecting, cataloguing, preserving and
managing appropriate access to valuable historical information. Archivists liaise
with records managers, data protection officers and other information
governance professionals to train and identify relevant material of historical
value ensuring transfer to archival preservation. Note that valuable historical
information may be ‘born digital’ and exist as electronic files as well as
traditional paper archives.

16
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3.2

48

49

3.3

50
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52

All NHS staff, whether clinical or administrative, who create, receive and use
documents and records have records management responsibilities. All staff
should ensure that they keep appropriate records of their work and manage
those records in keeping with the Code of Practice and the relevant policies and
guidance within their Board. NHS managers should demonstrate active
progress in enabling staff to conform to the Code of Practice, identifying
resource requirements and any related areas where organisational or systems
changes are required.

Training

All staff within the NHS Board or its partners involved in handling records on
behalf of the NHS, whether clinical or administrative, should be appropriately
trained in their records management responsibilities, and are competent to
carry out their designated records management duties. Training should include
both paper and electronic record formats.

NHS Boards have a duty to ensure the provision of training for staff regarding
records management in support of their compliance with Element 12 of their
Records Management plan (RMP), under PRSA. Specific elements should be
included in training programmes to ensure staff understand appraisal and
retention of records.

Policy and Strategy

In support of their compliance with Element 3 of their RMP, each NHS Board
should have in place an overall records management policy statement,
endorsed by the Executive Management Team (or its equivalent) and made
readily available to staff at all levels of the NHS Board.

The policy statement should provide a mandate for the performance of all
records and information management functions. In particular, it should set out
an organisation's commitment to create, keep and manage records and
document its principal activities in this respect.

The policy should also:

e outline the purpose of records management within the organisation, and
its relationship to the organisation's overall strategy;

e define roles and responsibilities within the organisation including the
responsibility of individual NHS staff to document their actions and
decisions in the organisation's records, and to dispose of records
appropriately when they are no longer required;

17
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o define roles, responsibilities and procedures for safe transfer, storage or
confidential disposal of records when staff leave an organisation, or when
NHS Board premises are being decommissioned,

e define the process of managing records throughout their lifecycle, from
their creation, usage, maintenance and storage to their disposal be it
ultimate destruction or archival preservation;

e provide a framework for supporting standards, procedures and guidelines;

e indicate the way in which compliance with the policy and its supporting
standards, procedures and guidelines will be monitored and maintained.

The policy statement should be reviewed at regular intervals (a minimum of
once every three years or sooner if new legislation, codes of practice or national
standards are introduced) and, if appropriate, it should be amended to maintain
its relevance.

18



SECTION 4 - NHS Records Management and Information
Lifecycle

54 PRSA requires every authority to prepare a “Records Management Plan”
setting out proper arrangements for the management of their public records
throughout their lifecycle.

55 Records (and the information in them) are considered to have a "lifecycle". This
“lifecycle” starts at creation or receipt of the record in the organisation and
continues throughout the period of its 'active' use, then into the period of
‘inactive’ retention (such as closed files which may still be required occasionally
for reference purposes). The ‘lifecycle” concludes with either confidential
disposal or (for a very small proportion) archival preservation in an archival
facility as designated in the RMP.

56 A similar "information lifecycle" approach applies to managing the flow of an
information system's data and associated metadata, from creation and initial
storage to the time when it becomes obsolete and is deleted or retained by
archive.

Creation

L )

Active use

Inactive
retention

[ Final disposal
| or Preservation

Figure 1 The Information (Records) lifecycle

57 The ISO 15489:2016 Information and Documentation - Records Management
Standard focuses on the business principles behind records management and
how organisations can establish a framework to enable a comprehensive
records management programme.

19
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The standard describes the characteristics of a record (authenticity, reliability,
integrity and usability). These characteristics allow strategies, policies and
procedures to be established that will enable records to be authentic, reliable,
integral and usable throughout their lifecycle.

59 To ensure that these characteristics are maintained, sufficient persistent
metadata must be attached to each record. It is essential that a records
management process is designed that will allow records to possess these
characteristics.

60 The industry standard for the design and implementation of records

Analyse business

preliminary
investigation

management, as given in the ISO standard 1ISO15489-1:2016, is an eight-stage
process that can be summarised as follows.

ol Design records

system

Implement
records systems

Identify strategies
to satisfy
requirement

Conduct post
implementation

activity .
review.

Identify

Assess existing

requirements for
records

systems

Figure 2 Implementation of records keeping process. Further details can be sought from the ISO
standard and supplementary guidance.

61 In addition to the stages outlined above, in most cases an information risk
assessment should also be conducted.
62 The risk assessment should include identified privacy risks in compliance with
the ICO Data Protection Impact Assessment Guidelines.
4.1 Records Creation
63 Each organisational unit (for example Finance, Estates and Facilities, eHealth,

Human Resources, Direct Patient Care, Health & Social Care integrated
services) of an NHS organisation should have in place procedures for
documenting its activities. This process should consider the legislative and
regulatory environment in which the unit operates.

20
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4.2

69

Records of organisational activities should be complete and accurate in order
to:

to allow employees to undertake appropriate actions in the context of their
responsibilities;

e to facilitate an audit or examination of the organisation by anyone so
authorised;

e to protect the legal and other rights of the organisation, its patients, staff
and any other people affected by its actions;

e to ensure authenticity of the records so that the evidence derived from
them is shown to be credible and authoritative.

Appropriate version control arrangements that support the management of
multiple revisions to the same document should be in place.

Records created by the NHS (or on its behalf) should be arranged in a record-
keeping system that will enable the organisation to obtain the maximum benefit
from the quick and easy retrieval of information while having regard to security
frameworks.

Not all documents created or received by NHS employees in the course of their
work need to be retained for any period of time. For example, some emails are
of only passing value and can be deleted as soon as they have been read or
actioned. However, emails containing significant information or instructions
should be retained, as appropriate, within the record-keeping system. It should
be recognised that the decision to dispose of these records immediately is still
made within the context of the overall record-keeping system.

When creating a new type of record, an initial IRA (Information Risk
Assessment) must be conducted in conjunction with those responsible for
information security and data protection. The Information Asset Owner is
responsible for conducting the IRA. Any new information asset (e.g. a new type
of record) containing NHS health or corporate records must be “declared” or
“registered” with the corresponding NHS Data Protection Officer.

Managing Records

Implementing and maintaining an effective records management system
depends on knowledge of what records are held, where they are stored, who
manages them, in what form(s) they are made accessible, and their relationship
to organisational functions (e.g. Finance, Estates, IT, Direct Patient Care etc.).
An information survey or record audit is essential to meet this requirement. The
survey will provide a description of the record collection along with its location
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and details of the responsible manager. This ensures control over the records
and provides valuable data for developing records appraisal and disposal
policies and procedures.

Paper and electronic record management systems should contain descriptive
and technical documentation to enable the system to be operated efficiently,
and the records held in the system to be understood. The documentation should
provide an administrative context for effective management of the records.

The record management system, whether digital or not (e.g. paper or
microfiche), should include a documented set of rules for document labelling
and the protective marking of records. These should be easily understood to
enable the efficient retrieval of information when it is needed and to maintain
security and confidentiality.

Records should be structured within an organisation-wide corporate "file plan”
(Business Classification Scheme and/or Information Asset Register) which
reflects the functions and activities of the organisation and facilitates the
appropriate sharing and effective retrieval of information.

Where records are kept in electronic form, wherever possible they should be
held within an Electronic Document and Records Management System
(EDRMS) which conforms to the standards of the European Union "Model
Requirements” (MoReq). Find more details at
https://ec.europa.eu/ldabc/en/document/2303/5927.html

Where an EDRMS is not yet available, electronic records should be stored on
shared, network servers in a clear and meaningful folder structure. The folder
structure should reflect the organisation's file plan (Business Classification
Scheme and/or Information Asset Register) in the same way as paper files,
which represent the functions and activities of the organisation. The server
should be subject to frequent back-up procedures in line with the NHS Scotland
Information Security Policy Framework (2018)8. Users should apply the
functionality of the relevant software to protect electronic documents against
inappropriate amendment. Please note: it is almost impossible to fully protect
documents in a non EDRMS environment or provide full audit and authenticity
evidence.

Records Maintenance - Storage and Scanning

Organisations storing or scanning NHS records should put in place robust
procedures to manage control of access, retrieval and use of records to ensure

66 2018 NHS Scotland Information Security Policy Framework
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continued integrity, reliability and authenticity of the records as well as their
accessibility for the duration of their retention including the time of their disposal
or archival preservation.

NHS organisations may consider the option of scanning records which currently
exist in paper format into electronic format, for reasons such as business
efficiency.

It is vital to highlight the importance of actively managing records which are
stored in offsite storage (paper or electronic). This will ensure that the
organisation maintains a full inventory of what is held offsite, retention periods
are applied to each record, a disposal log is kept, and security risk assessments
(including privacy impact) are conducted on provided handling data/records
offsite.

Records Inventory/Information Asset Register

Each NHS organisation should register records and media containing business
or personal identifiable information they are maintaining. The inventory should
provide a description of the record collection along with its location and details
of the responsible manager. The register should be reviewed annually.

Records Management Systems Audit

The NHS organisation will regularly audit its records management practices as
part of its existing audit activity. This can include checking for adherence with
this Code of Practice. Results of audits will be reported to the NHS Board
through the appropriate committee.

This audit must be extended to integrated Health & Social Care services
handling health and corporate records as applicable.

Disclosure and Transfer of Records

There are a range of statutory provisions that limit, prohibit or set conditions in
respect of the disclosure of records to third parties and similarly a range of
provisions that require or permit disclosure. The key statutory requirements can
be found in section 2.2 (Regulatory Framework: Legal and Professional
Obligations).

The mechanisms for transferring records from one organisation to another
should also be tailored to the sensitivity of the material contained within them
and the media on which they are held.
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Data Protection Officers and Caldicott Guardians must be able to advise on the
appropriateness of disclosing or transferring records which contain personal
identifiable information and any requirement for gathering further authorisation.

Information Security staff should be able to advise on appropriate safeguards.
The NHS Scotland Information Security Policy Framework and eHealth Mobile
Data Protection standard set out the requirements for the safe handling and
transmission of corporate and health records, across a range of media.

Retention and Disposal Arrangements

Detailed guidance for retention and disposal of personal health records can be
found in Section 6 and 7.

It is particularly important that the disposal of records - which is defined as the
point in their lifecycle when they are either transferred to an archive or
destroyed - is undertaken in accordance with clearly established policies which
have been formally adopted by the organisation and which are enforced by
properly trained and authorised staff. In addition, the disposal of records should
be clearly documented.

The design of databases and other structured information management
systems must include the functionality to dispose of time-expired records.
Databases should be subject to regular removal of non-current records in line
with the organisation's retention schedule.

Each NHS organisation should have a policy which has been written/reviewed
within the last three years, for the retention, archiving or destruction of the
organisation's records in accordance with the PRSA. The policy should be
ratified by the Board or by an appropriately delegated committee of the Board,
for example the Health Records, Information Governance or Clinical
Governance Committee. The policy should cover all series of records held, in
any media, and should state the agreed retention period and disposal action,
including, where appropriate, an indication of those records which should be
considered for archival preservation.

The records policy document should contain detailed guidance of the process
to be followed to ensure complete clearance and removal of business
documents, health records or documents containing person identifiable
information whenever NHS premises are being decommissioned.

Appraisal of Records

Appraisal refers to the process of determining whether records require to be
either retained for longer, destroyed as they have reached the end of their
retention period or are worthy of archival preservation. This can be undertaken
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in consultation with an NHS Health Board Archivist, an Archivist from the
Board’s named place of deposit (as identified for Element 7 of RMP) or the
National Records of Scotland.

This is a compulsory element under the terms of the Public Records (Scotland)
Act 2011 Section 1 2(b)(iii).

It is important when reviewing records that their long term historical and
research value is taken in to account. Records which document the history and
development of the organisation and important policy decisions, such as board
or committee minutes, annual reports, policy and strategy documents and major
departmental reports and investigations, should be considered for archival
preservation. In addition, samples of health records and older registers and
ward journals are valuable for historical medical and social research. Note that
no surviving personal health or administrative record dated 1948 or earlier
should be destroyed.

Health and Social Care Case records, including complaints, which meet the
following criteria should also be considered for archival preservation (Note: this
is not an exhaustive list and there may be other record types that would fall into
this category):

e National public interest
e A change to policy or procedure for delivery of care

e Regulatory action or records that document decision-making at a senior
level

e Sustained media attention

e Serious case reviews e.g. published reports, records created and received
in the course of implementing recommendations of serious case reviews.

e Records relating to any inquiry conducted under the Inquiries Act

In line with the obligation placed upon the Keeper of the Records of Scotland
(The Keeper) under PRSA, the National Records of Scotland has issued
general guidance regarding public authorities archiving policies and transfer
arrangements. This is accessible via www.nrscotland.gov.uk Model Plan
Guidance to Element 7.

It is expected that only a small proportion of records will require archival
preservation, however, appraisal before disposal is essential. For these
purposes NHS Boards should have procedures and staff guidelines in place,
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written in consultation with the archivist from the repository named in element
7 of the RMP.

Records Closure

Records should be closed (i.e. made inactive and appraised for archival
preservation) as soon as they have ceased to be in active use. An indication
that a file of paper records or folder of electronic records has been closed,
together with the date of closure, should be shown on the record itself as well
as noted in the index or database of the files/folders. Where possible,
information on the intended disposal of electronic records should be included in
the metadata when the record is created.

The storage of closed records should follow accepted standards relating to
environment, security and physical organisation of the files.

Records Disposal

Organisations should have a retention/disposal policy that is based on the
retention schedules referred to in this Code of Practice. The policy should be
supported by, or linked to, the retention schedules, which should cover all
records created. Schedules should be arranged based on series or collection
of records and should indicate the appropriate disposal action for all records.
Schedules should clearly specify the agreed retention periods, which must be
based on the retention schedules referred to in Section 6 and 7 of this Code of
Practice, for the organisation.

Records selected for archival preservation and no longer in regular use by the
organisation should be transferred to an archive once the business need has
expired.

Best practice suggests that non-active records selected for archival
preservation should be transferred no later than 30 years from creation of the
record, with electronic records being transferred within a shorter period.

Records (including copies) not selected for archival preservation and which
have reached the end of their administrative life should be destroyed in a secure
manner appropriate for the level of confidentiality or protective markings they
bear. This can be undertaken on site or via an approved contractor. Confidential
records should be destroyed in accordance with BSEN 15713:2009 - Secure
Destruction of Confidential Material - Code of Practice. It is the responsibility of
the NHS organisation to ensure that the methods used throughout the
destruction process provide appropriate safeguards against the accidental loss
or disclosure of the contents of the records at every stage. Accordingly,
contractors should be required to sign confidentiality undertakings and to
produce written certification as proof of destruction. There is a common law duty
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of confidence to patients and employees as well as a duty to maintain
professional ethical standards of confidentiality. This duty of confidence
continues after an employee or contractor has left the NHS. Obligations around
confidentiality remain even after the death of a patient.

It is important to have destruction as well as preservation policies for electronic
records. It is often helpful that an expert can retrieve deleted files in an
emergency, but this ability to retrieve deleted electronic data has inherent
dangers for confidential information when hardware and software is discarded.
It may also jeopardise the viability of a records management programme if
records that are supposedly 'destroyed' can be retrieved from the system. If
hardware or software is to be discarded, advice must be sought from the
relevant IT Security Officer.

It is essential that the destruction process is documented. The following
information should be recorded and preserved by the Records Manager, so that
the organisation is aware of those records that have been destroyed and are
therefore no longer available:

e description of record;

e reference number if applicable;

e number of records destroyed;

e date of destruction;

e who authorised destruction;

e who carried out the process;

e reason for destruction (this should refer to the retention/disposal policy);
e disposal schedules would constitute the basis of such a record.

Whenever health records are being destroyed, the relevant Master Patient
Index should be updated with the date of destruction so that this is immediately
known should the patient present to the service or make a Subject Access
Request.

Personal health records should not be destroyed before the end of the period
stated in the Code of Practice Section 6 and 7. These periods reflect the
statutory time limits for legal action to be taken.

If a record due for destruction is known to be the subject of a request for
information, or potential legal action, destruction should be delayed until
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disclosure has taken place or, if the authority has decided not to disclose the
information, until the complaint and appeal provisions of the Freedom of
Information (Scotland) Act (FOISA) have been exhausted or the legal process
completed. It is important to note that section 65 of FOISA and Regulation 19
of the Environmental Information (Scotland) Regulations 2004 provide that it is
a criminal offence to destroy records with the intent to prevent disclosure.

Data Protection legislation requires the data controller to retain personal data
no longer than is necessary for the purpose the information was obtained for.
Ensuring personal data is disposed of when no longer needed will reduce the
risk that it will become inaccurate, out of date or irrelevant.

In complex settings where the information is shared across different parties, the
retention period should be consistent across all parties. Retention periods
should be aligned to the data controller’s retention periods.

Records Security and Business Continuity

The 6" Data Protection Principle requires organisations to take reasonable
technical and organisational security measures to protect information from
unauthorised access, unlawful processing, accidental loss, destruction or
damage.

The NHSS Information Security Policy Framework (2018) requires NHS Boards
to work as closely as possible to ISO27001 in order to ensure best practice
security and business continuity is in place. ISO 27001 is a specification for an
information security management system (ISMS).
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SECTION 5 - Useful Guidance

In this section you can find additional guidelines for dealing with a number of
issues raised.

Adopted Persons Health Records

Records must be recorded under birth names (or alternatively an alias) until an
adoption order is granted.

This type of record is subject to a high risk of unauthorised disclosure of
personal details, especially in relation to third parties, therefore it is
recommended that redaction and disclosure instructions are clearly stated
along with the record.

Any new records derived from the original records of the adopted person must
contain sufficient information to allow for a continuity of care.

GPs must initiate any changes of CHI number or identity if it is considered
appropriate to do so, following the adoption.

Ambulance Service Records

Ambulance service records must be considered as health records if they
contain medical evidence (e.g. clinical interventions), and therefore subject to
the same retention periods as their corresponding health records (e.g. adult,
children etc.).

If Ambulance service records do not contain health data (or data that’s clinical
in nature) they must be treated as administrative records (e.g. a patient
transport record with no clinical details).

The sharing of records between the ambulance service and any organisation
part of the wider NHSS (and partners) must be documented in a corresponding
Information Sharing Agreement (e.g. National Intra NHS ISA). Suitable work
instruction must be written at local level as required e.g. to ensure the
ambulance service can access original handover records if needed, to share
information with drugs, alcohol and substance misuse teams etc.

NHS 24 Records

The sharing of records between NHS 24 and any organisation which is part of
the wider NHSS (and partners) should be documented in a corresponding
Information Sharing Agreement (e.g. National Intra ISA) and suitable work
instructions must be written at local level as required.
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Asylum Seeker Records

Records for refugees and asylum seekers must be treated in exactly the same
way as other health records. CHI numbers must be allocated. In addition to the
electronic record, refugees and asylum seekers should be given an eligibility
card to help them register if they move to another part of Scotland. Their patient
records are maintained on the NHS systems and although they can request
copies of their records if they wish but, handheld records are not the standard.

If a refugee or asylum seeker arrives with a handheld record, this should be
used to help populate their NHS Scotland medical record and to create an
emergency care summary. The handheld record should be considered similar
to an emergency care summary/anticipatory care plan, updated after the patient
Is seen and returned to the patient.

Child School Health Records

Health records held by school or school nurses must be individual in nature
(one record per child) in order to allow independent processing in line with the
Data Protection Act 2018.

Schools may process some health data on behalf of a Health Board, in which
case they must follow work instructions for the data controller (the Health Board
or the organisation who hold the statutory obligation to provide the service for
which the information is collected e.g. NHS vaccination or dental programmes).
The health care public function for which these records are processed is
assigned to the Health Board where the child resides, regardless where the
school that is processing data on their behalf is located (e.g. within or out with
the NHS Board territorial area).

Schools (local authorities, education department) are the Data Controller for
Health records held at school for the school own purposes (e.g. as part of
Integrated Support Plans).

Health records processed on behalf of the Health Board, when stored on a
school premises, must have access restricted to the health staff delivering care
unless there is another lawful basis to access the record.

Health and Social Care partnerships must include in their information sharing
agreements, suitable work instructions to cover processing, how data will be
collected, transferred to school nurses and/or child dental services, kept up to
date etc.). These records are subject to the retention periods in this Code of
Practice regardless of where they are stored.

Complaints Records
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Complaint information, including clinical opinions about the care that was
delivered should never be recorded in the health records, particularly if the
complaint is unfounded.

Any single complaint must be contained in a single record, regardless of the
number of teams involved in the investigation/handling. This will allow a holistic
view of the complaint and easier access to the record.

Complaint records must follow the NHS Scotland Complaints Handling
Procedure.

Controlled Drugs Regime

Refer to NICE’ guideline [NG46] (2016) for “Controlled drugs: safe use and
management”. They have specific guidelines for record keeping, controlled
drugs registers, requisitions, record of destruction and invoices, standard
requisition forms, risk assessment records etc.

Further information can be found on the Healthcare Improvement Scotland
(HIS) website on the ‘safe management and use of controlled drugs.®

Data Processors, Subcontractors and Changes in Contracts

Subcontractors processing data (records) on behalf of health and/or social care
organisations must abide by this Code of Practice.

Subcontractors have a liability beyond the end of the contract to retain records
until the period of liability has expired. Contracts and relationships with third
parties must be managed so that other aspects of records management (and
its information) are protected. This includes data protection clauses, returning
the data or transferring the data to a new supplier to ensure continuity of
service.

Data Protection Officers should be consulted and advise when additional fair
processing notices are required.

Records stored offsite, particularly at subcontractors’ premises, should be
included in the Information Asset Register of the health and/or social care
organisation. They are subject to regular monitoring, including at contract
reviews as part of healthy supplier relationship management.

7 National Institute for Health and Care Excellence.
https://www.nice.org.uk/quidance/ng46/chapter/recommendations

8
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Should a subcontractor's closure or cease business, a plan to transfer the
records to a suitable authority must be put in place, this includes the closure of
a GP Practice.

Deceased Person

Although there are no legal obligations of confidentiality that apply to the
deceased, the ethical obligation to respect a patient’s confidentiality extends
beyond death. The duty of confidentiality needs to be balanced with other
considerations, such as:

e to assist a Procurator Fiscal or other similar officer in connection with an
inquest or fatal accident inquiry;

e as part of national confidential enquiries;
e death certificates;

e where a person has a right of access under the Access to Health Records
Act 1990;

e whether the information is already in the public domain. The purpose of the
disclosure and any benefit or harm that will accrue as a result;

e individuals close to the deceased.

The Freedom of Information (Scotland) Act 2002 confers a right of access to a
deceased person’s health records only after a period of 100 years.
Notwithstanding, it may be possible to put in place mechanisms that both
safeguard patient confidentiality and enable controlled access to health records
of the deceased within this 100-year time limit. In general, confidentiality of
records particularly relating to patients, staff or students should be maintained
for 75 years (100 years for minors) from the beginning of the calendar year
following the date of the last entry of the record.

The Access to Health Records Act 1990 governs access to records of a
deceased person. It applies only to records created since 1 November 1991.
Access must also be given to information recorded before these dates if this is
necessary to make any later part of the records intelligible. The Act allows
access to:

e the deceased’s personal representatives (both executors or administrators)
to enable them to carry out their duties;

e anyone who has a claim resulting from the death.
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140 There is not a general right of access, it is a restricted right and the following
circumstances could limit the applicant’s access:

e if there is evidence that the deceased did not wish for any or part of their
information to be disclosed;

e if disclosure of the information would cause serious harm to the physical
or mental health of any person;

¢ if disclosure would identify a third party (i.e. not the patient nor a healthcare
professional) who has not consented to that disclosure.

141 In certain circumstances, such as a request for medical records of the
deceased, the exemption for confidential information is likely to apply. Public
authorities must conduct a test of confidentiality prior to disclosure (refer to ICO
guidelines “Information provided in confidence” for further details on this test).

142 As with the Data Protection Act 2018, a medical professional or the data
controller may be required to screen and redact the notes before release as, on
occasion, information about the deceased will contain information about other
living individuals, including genetic information that may identify surviving
relatives (personal identifiable data under Data Protection Act 2018).

143 In the case of information about the deceased that is environmental in nature,
the Environmental Information (Scotland) Regulations (EIRs) will apply. Where
information about the deceased is subject to the EIRs, public authorities should
in most cases consider regulation 10(5)(f) as the ‘equivalent’ to section 36 of
FOISA.

144 Individual cases will always be decided on the basis of their particular
circumstances.

145 Organisations should have processes that address where and how the records
of deceased persons are stored. Secure storage is vital to ensure that records
are maintained in good order and are available if required. It is essential that
organisations put in place processes and procedures to enable the efficient and
effective retrieval of such records within the timescales specified by legislation.

146 Section 6 contains specific provision for the retention of records relating to
deceased individuals, in particular:

e cellitissue transplantation including donated organs from deceased
individuals;

e for autopsy reports, specimens etc. where the deceased has been the
subject of a Procurator Fiscal autopsy.
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Digital Records

Managing electronic records presents a significant challenge, especially for
typical health and social care organisations, where electronic records are stored
in a large variety of databases, email and file systems (including shared drives),
which have no standardisation in place. The risk of alteration or deletion makes
this challenge even greater.

The paper records management system in place in most health and social care
organisations, is not necessarily appropriate as the model for managing
electronic records. This is because of the nature and volume of electronic
records, the variety of file formats, the distribution of the storage and duplication
(e.g. parallel datasets) and the way it is backed up and preserved, and the
difficulty to implement retention policies unless embedded in the initial digital
infrastructure.

Electronic records management needs to be very carefully considered and
structured to ensure the integrity of the records is not compromised upon
capture and data remains for as long as it is required.

Where the electronic system has the capacity to destroy records in line with the
retention schedule, and where a metadata stub can remain demonstrating that
a record has been destroyed, then the Code of Practice should be followed in
the same way for electronic records as for paper records.

If the system does not have this capacity, then once the records have reached
the end of their retention periods, they should be made inaccessible to users of
the system and upon decommissioning the system (along with audit trails)
should be retained for the retention period of the last entry related to the
schedule.

5.10.1 Management of Metadata

151
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Metadata is ‘data about the data’ and is used to provide information about
electronic records such as creation date, retention period, historical value etc.
Health and social care organisations must ensure metadata is included by
design when deploying new digital solutions, in order to facilitate the
management of electronic records and therefore compliance with current
legislation (e.g. Data Protection Act 2018, retention periods).

When possible, systems will be configured so that when a user captures a
record they are presented with the ‘Properties’ view for the record, a visual
prompt for the user to enter some meaningful metadata that can be used to
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manage the records. In practice this process cannot be mandated, and users
can still enter meaningless information or none if they so choose.

5.10.2 Naming Conventions
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Health and social care organisations must have guidance for naming
conventions of electronic records (files and folders); this helps identify records
and folders using common terms and titles. They also enable users to
distinguish between similar records to determine a specific record when
searching the file system. Naming conventions need not be overly prescriptive
or formalised, but they must be clear and well defined. Without naming
conventions there is a significant risk of records being destroyed or lost within
the file system. Organisations should ensure that sensitive information is never
used in the name of a record or folder even where access to the area of the file
system is strictly managed. This is to ensure that personal or sensitive data
cannot be infer